PLC KERNEL
Monitoring with %ThingsBoard
ThingsBoard PE

Platform
Index

TalugoTe [§ et o] o D 1
Step 1. Provision deviCe. .. ..uvuiiiiiiiiii ittt iiiie e iriee e eeaeeas 2
Step 2. ConNeCt deViCe. . uvuuiii ittt it ieie e ctiee e aaeeas 4
Step 3. Create dashboard.........oveiiuiiiiiiiiiiiiiii ittt iiiiienenens 7
Step 3.1 Create an empty dashboard.........ccevviiiiiiiiiiininnn.. 7
Step 3.2 Add entity @aliaS.....ceviiiiiiiiiiiiiiiiiiiiiii i 7
Step 3.3 Add table widget.......oviiiiiiiiiiii i e 7
Step 3.4 Add chart widget.....ccoiiiiiiiiiiiiiiii e 8

Introduction

This article contains instructions on how to configure ThingsBoard PE platform and connect
KERNEL devices. ThingsBoard PE platform is an open-source loT platform for data collection,
processing, visualization, and device management. It enables device connectivity via industry
standard MQTT protocol. ThingsBoard combines scalability, fault-tolerance and performance so
you will never lose your data.
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https://thingsboard.io/

Step 1. Provision device

For simplicity, we will provision device manually using the Ul.
1. Login to your ThingsBoard instance.

%ThingsBoard

Cloud Platform

G Login with Google

ﬁ Login with Facebook

O Login with Github

OR

Username (email) *

a Password

Forgot Password?

Do not have an account? Sign up

2. Open Device Groups page.

2 . Current subscription . .
%Th”“gSBoard A Home = e Tenantadministrator  *

Cloud Platform Status

ﬁ Home
User management Customer management

(o) 0

Users Customers

B3 Plan and billing

2 Solution templates (nev )

€+ Rule chains

1:', Data converters

57 Integrations Customers hierarchy

9 Roles

= Customers hierarchy

Asset management Device management

g I

Assets Devices

e User groups
&4 Customer groups

E Asset groups

Device profiles

(o0 Device groups:

[} Device profiles

IS Entity view groups
n Widgets Library

== Dashboard groups

Entity View management Dashboard management 0

@ Scheduler
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3. Navigate to default Device group “ALL”.

Cloud Platform Status

P’ . ) Current subscription o -
JHjThmgsBoard [0 Device groups Ld e Tenant administrator

5 Integrations

e Roles

= Customers hierarchy

© usergroups 2021-03-03 14:58:59 All O g <

da Customer groups

Device groups

[0 createdtime J. Name Description Public

B Asset groups
(o Device groups
[e0 Al

[} Device profiles

4, Click on the "+" icon in the top right corner of the table and then select "Add Device".

P‘ . ) Current subscription — .
¥ ThingsBoard  GiiDevicegroups > (G Al 2 O rartagminisimor

Cloud Platform Status

& integrations All: Devices /' » @ t caQ

9 Roles

= Customers hierarchy [0 createdtime § Name Device profile Label

© user groups []  2021-031511:48:18 Device default |

44 Customer groups

B Asset groups

[e0 Device groups

GO Al

5. Input device name. For example, "My New Device". No other changes are required at this
time. Click "Add" to add the device.
6. Now your device should be listed first, since the table sorts devices using the time of the

creation by default.

Add new device b4

° Device details gredentials
ptional

Name * ~

PLC KERNEL Device

Label

Transport type *

Default -

Supports basic MQTT, HTTP and CoAF transport
Device profile *

(® Select existing device profile default x

() create new device profile

[] Is gateway

Description

Next: Cre

Cancel
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Step 2. Connect device

To connect the PLC KERNEL device you need to get the device credentials first. ThingsBoard
supports various device credentials. We recommend using the default auto-generated credentials
which is an access token for this guide.

1. Click on the device row in the table to open device details;

P’ . ) Current subscription ra .
& ThingsBoard ~ GiDevicegroups > (G0 Al 2 O et agmiisimor

Cloud Platform Status

B integrations All: Devices " +tCcQ

9 Roles
= Customers hierarchy O  createdtime 3 Name Device profile Label
© Usergroups [ 20210316 10:0533 PLC KERNEL Device default I
&2 Customer groups
O 2021:031511:4818 Device default <}

B Asset groups
[o0 Device groups

Ced All

2. Click "Copy access token". Token will be copied to your clipboard. Save it to a safe place.

P’ Q . Current subscription
%d Thlnggol?dagf[g oD Device groups > [ob All .

2] Integrations

All: Devi . PLC KERNEL Device
: Devices

G’ Roles Device details

Created time J, Name

= Customers hierarchy O

Details Attributes Latest telemetry Alarms Events Relations Audit Logs

© user groups [ 2021-03-1610:05:33 PLCKERNEL Devic VSRUNSISNRS
&a Customer groups

[ 2021:031511:48:18 Device B copy device 1d B3 copy access token
B Asset groups

Name
Device grou
e grotps PLC KERNEL Device
CeO Al
Device profile
[} Device profiles default
IR Entity view groups
Label
== Widgets Library
B3 Dashboard groups Is gateway
@ Scheduler
Description
T White Labeling O

@ Audit Logs

@ Api usage » Device access token has been copied to clipboard Close

3. Open "LogicPaint".

.3 LogicPaint

4. Connect PLC KERNEL to PC == File | 1/ Modify & Language & Display < Project - gRe
(via Serial). o | New CTRL=N

& Open CTRL+S
5. Open menu “File” >> “Show

Ethernet Port Configuration” Sioseet
. @ Read EEprom CTRL+B
@ Write EEprom CTRL+H
A=} Set Ethernet Mode ‘ CTRL+MAIUSC+U
§2 Show Ethernet Port Configuration CTRL+MAIUSC+Y
1  Set Default [Serial] CTRL+MAIUSC+B
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6. Press the button “MQTT Configuration” :

Q MQTT Configuration [F8]

7. Paste the copied access token into the indicated box :

(1) MQTT Configuration =
IP Address = 35.169.110.146 / Modify [F7] Port = 1883 |/ Modify [F8]
Client = Timer [sec] = 600
Access Token = « ReepAlive [s] = 60
Password = Time Zone = Europe/Rome
Topic = v1/devices/me/telemetry -/ Slot Settings
Subscribe - v1/devices/me/rpc/request/+ Text: temperature

<, Data:DATA 1000
¢,  Timer: DATA. 1100

*,og Timer = 0 >> The SLOT is updated only when it

changes value!

¢, | Dimensione: WORD_WIDE |~

Q AddSlet | /£ Add X Slots l e Delete Slot | |ty Delete X slot ‘

Enter the following fields :

MQTT Configuration

IP Address 35.169.110.146
Port 1883
Client X
Access Token Copied Access Token
Password X
Topic v1/devices/me/telemetry
Subscribe v1/devices/me/rpc/request/+
Response X
Timer [sec] 600
Keepalive [s] 60
Time Zone Europe/Rome
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8. Add a slot for each value that needs to be monitored :

SLOT Settings

Text Description of the monitored data (For example: "temperature”)

DATA Number of DATA sent to be monitored

Timer Number of DATA that contains : Time interval for sending data
Log Timer Log Timer = 0 >> The SLOT is updated only when it changes value

Digits Digits of the data sent
Dec.Digits Decimal digits of the data sent

WORD_WIDE = 16 Bits
Dimension LONG_WIDE = 32 Bits
BOOL_WIDE = True / False

9. Close the 2 open windows with the CLOSE button.

10. Finally compile and send the application to the KERNEL PLC with the "Compile + Send
Application” button.

11.0nce you have successfully published the “temperature” readings, you should
immediately see them in the Device Telemetry Tab.
Click on the device row in the table to open device details :

P’ . ) Current subscription ra .
& ThingsBoard  GiiDevicegroups > (G0 Al SH IR

Cloud Platform Status

E Integrations

G’ Roles

All: Devices 4" + &2 C Q

= Customers hierarchy O  createdtime 3 Name Device profile Label
© Usergroups [ 20210316 10:0533 PLC KERNEL Device default I |
&2 Customer groups

O 2021:031511:4818 Device default < I}

B3 Asset groups
[e0 Device groups

Ced Al

12. Navigate to the “Latest telemetry” tab :

A : Current subscription .
%ThmgsBoard [e0 Device groups > [ed All i i e Termerhfaem 8

Cloud Platform Status

A Home

B3 Planand billing

PLC KERNEL Device

Device details

All: Devices

55 Solution templates O

Created time . Name
Details Attributes Latest telemetry Alarms Events Relations Audit Logs
<> Rule chains
O  2021-03-16 10:05:33 PLC KERNEL Devic
t‘, Data converters
Latest telemetry Q

57 Integrations O 2021-03-1511:48:18 Luca Device
e Roles [0 Lastupdatetime Key 1 Value
= Customers hierarchy []  2021-03-16 1432:36 temperature 19.8

e User groups

&2 Customer groups
Eﬂ Asset groups
(o0 Device groups

CeO Al
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Step 3. Create dashboard

We will create a dashboard to add the most popular widgets. See instructions below.

Step 3.1 Create an empty dashboard

e Open Dashboard Groups page. Open default dashboard group “All”. Click on the "+" icon
in the top right corner to create a new dashboard.

e Input dashboard name. For example, "My New Dashboard”. Click "Add" to add the
dashboard.

¢ Now your dashboard should be listed first, since the table sorts dashboards using the time
of the creation by default. Click on the "Open dashboard" icon.

Step 3.2 Add entity alias

Alias is a reference to a single entity or a group of entities that are used in the widgets.
Alias may be static or dynamic. For simplicity, we will use “Single entity” alias
reference the one and only entity (“PLC KERNEL Device” in our case). It is possible to
configure an alias that references multiple devices. For example, devices of a certain
type or related to a certain asset. You may learn more about different aliases here.

e Enter edit mode. Click on the pencil button in the bottom right corner.

e Click "Entity Aliases" icon in the top right part of the screen. You will see an
empty list of Entity aliases.

e Click "Add alias".

e Input alias name, for example "MyDevice". Select "Single entity" Filter type.
Select "Device" as Type and type "My New" to enable autocomplete. Choose your
device from the auto-complete and click on the needed device.

e Click "Add" and then "Save".

e Finally, Click "Apply changes” in the dashboard editor to save the changes. Then
you should enter edit mode again.

Step 3.3 Add table widget

To add the table widget we need to select it from the widget library. Widgets are
grouped into widget bundles. Each widget has a data source. This is how the widget
“knows” what data to display. To see the latest value of our “temperature” data that
we sent during step 2, we should configure the data source.
e Enter edit mode. Click on the "Add new widget" button.
e Select "Cards” widget bundle. Select "Latest values” tab. Click on the header of
the Entities widget. The "Add Widget" window will appear.
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e Click "Add" to add the data source. Widget may have multiple data sources, but
we will use only one in this case.

e Select "MyDevice" entity alias. Then click on the input field to the right. The
auto-complete with available data points will appear. Select "temperature” data
point and click "Add".

e Resize the widget to make it a little bigger. Just drag the bottom right corner of
the widget. You can also play with the advanced settings if you want to edit the
widget.

Step 3.4 Add chart widget

To add the chart widget we need to select it from the widget library. Chart widget
displays multiple historical values of the same data key (“temperature” in our case). We
should also configure the time window to use the chart widget.
e Enter Edit mode.
e Click "Add new widget" icon in the bottom right corner of the screen.
e Click "Create new widget" icon.
e Select "Charts” bundle. Scroll down and click on the "Timeseries - Flot" chart
widget.
e Click "Add datasource” button.
e Select "MyDevice" Alias. Select "temperature” key. Click "Add".
e Drag and Drop you widget to desired space. Resize the widget. Apply changes.
e Publish different telemetry values multiple times Step 2. Note that the widget
displays only one minute of data by default.
e Enter Edit mode. Open time selection window. Change the interval and
aggregation function. Update the time window and apply changes.
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